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2 7I0lE= Oh2u 2& 7[ES M2 AolH 2ot 2is Folorien,

7k 22 oF Yol ¢Hg HHZ gLt

« 7|2 2|2 Secure by Design© 2 AtEX7F HEol AX ¢io] 7|7
AHOM 71222 Maske 7ZIsteE: ZE"g = UAs 2o
TES 2ojguct.

- H3 S Secure by Default2 7[7|E ot X£7| MEfLE SF
708t A2 HE0M 7222 4850 /As =7 48 ¢ HeER
S 4 Qe B £ES ofn|giuct,

- OHF ZE= Y7[0M HMSSh= 7IsOlLt MH[A=E QIS HOHO|
HorsiE + 27| G2 DR Qls 7150/Lt MH|AZ ARXL HF
AFESHA| REE HAEge=M Hetg FHAZE = e T2
o|o|gfLct

- A% ot HE2 Z17[0M HEEls Bot 7lsd eUH 2Fe| =t
2Ot HRMS OIS0l OIS HHAY £ e $ES ofojLct

< H 1>
A}O I

oa | MOl mo S ss s | avlwm | A
=S40 HYHs 4 X Default -
A< H[ZPS A Al 3 Kot Default -
AAMHE|A (Telnet, SSH) OJALE Default .
ODI-*‘Q §|_}74 M™ My ODI-*‘Q Default _

7|% E‘”Hél _02 |’ j_‘_es (=} A i |’ erau
O =3t A et YH0|E Default -
TEE |0 =BHo| QJHOY 1t L=t Default -
7|3 Al 21 K| Default -
HTML5 2E2[ 7|8 NonPlug-in &0 Default -
HEEKIQIB(]7] 21B) Default -
SHYE7| =85t - -
OlAHS HEIZHAE B3} Hlg Mot -

22 22 | 0JALE DDNS HIZHS Off -
OJARS SNMP H|Z-& 3} H|g Mot -
QL2 AFE 7| SHA| O/AE _
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ot my/AlZt 4F5| 712k ]
oHrlot 841 Z2EEE ARESIZ|(HTTP) HTTP+HTTPS HTTPS
OIS EA T2 EE AFRSII|RTSP) HTTPS+Wisenet/ONVIF HTTPS+RTSP

obxl 2y HTTPS (At QIEAM ALE) HTTP HTTPS(AMA OIS AALR)
HTTPS (29! OIZ A AFR) HTTP HTTPS(S 21 IS AMALS)
7|2 ZE WA 27|k Hg
P 2HY RIESES =S
OFXISIA| SNMP A28} | RIESES SNMP V3
7 ALEXE A st - 48
et 4 - 2%
27 M| - -

x4
obF 22 8021X IEAM 7|8t HZ X0 OJAME ArE

X ZI| HF 20| FIZLO2 EO| YLIH AN MEZ = = S40] opLef
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Password setup

If you have forgotten your password,
You cannot recover it so be careful.

PW

Confirm PW
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=
SJEfEEH 7] 2 of 4855 =7[=t= A0
2RELICE OfFEA dot 7] JHTICRE StotH AR 77| B2
o] ot &5 28y + USLIL

- dE(NVR)
) AAESHE - A|AEEE| - Settings — X7(2F 4F
2) User/Camera/Network A& MEH S|

iy 282 ME ofd ot @ie Ed% Y =29l HAEAU0l RX|EL AAH

280| =7[s &

3) 7|3 H

rim

=2
= =

Load Factory Default Initialization

Exclusion Setting [:] User C] Camera [:] Network

ot

E RTSP Z2EZ0| Cie 482 & =+
240l Higtdst =of JUELCE Y
MH|AZF He gICHH HOt ZotE o] H2dat HEfE2 |]X[SH= A0

E=iE =g

4.2 O[AE RE|FHAE HIEY
UEPHAE AHES XIFote 7152
= O

gLttt o MEl2= 7= 43
oF ~Z

- AZ(NVR)
) AE - HERI - ZE - HE|F|AE

2) HE|ZHAERTSP)O| HIZME3} SX|

Port
Protocol Type Tee v
RTSP 558
UDP Port
Multicast IP Address
WOTtcast 110
HTTP port 80
HTTPS port 443
Cam Proxy Port 10001 ~ 10064
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43. OJAFE2 DDNS H|ZXM3}
X{AHAEK| 7F DHCP gtAlo| 0|2 ZEO|Lt DSL 2E =2 pppoE 2 E0f

Y 2L e EF, IPYl FES Al=E WOtCt 1P =27 HFE L
of 8% At8XAt= #dE 1P =25 & = 8l=0 DDNS 7ls& &9l
HEZel IDE A S=otH HEE 1P FAE g §35g £+ UASHCH

d - oF d=tE floll MH[~ 759

ofie AMH|A7E 220t dA4XEH 2
|.

« A7(NVR)
) HEQZ — DDNS — Af

2) 29l HE 22|

0P
Q
O
>
AU

DDNS

Network 1

DDNS Site off

Host Name

Network 2

DDNS Site oft

Host Name
User Name

Passwort d

4.4, O|AIE SNMP H|2tAM 3}

SISIH ARIQ| 717|582 SNMP vi, v2c 3 v39| 7|58 SA|0f X|&gtL|Ct,

SNMP AH[A7F 2 EQOICH HAE[H Het HolE 2o AMH2 7[s52
285 U8 SiMSt== gLt

« A7(NVR)
1) WERZ — SNMP
2) SNMP v1, v2c S v3 MEH x|

SNMP

O Enable sump vi
) Enable SNMP v2c Read Community

Write Community

[ Enable SNMP v3 Password

[ Enable SNMP Traps Trap Manager
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ls2 A-™=2 M St=E gL L O AE 7ls2 4 M-
=ototA0ic 78 AJ0| 7tsotE2 0|0 AJZE0 U= 4 st Otd2
MEdsto] AtE ofpto® MESH: 20| agrt
« A (NVR)

) A8 > =5 - 524

2) A8 = 2 =53 E MESH 2 QL AtE ot MEH

3) &0l HE 24

Record setup
Total bitrate (limit/max) 147.2 / 150.0 Mbps C}
Frame Event
CH » Mormal recording» Eventr T T Limit T Trsts Audior
1 FULL FULL - - 23M 5sec 30 sec off
2 FULL FULL - - 23M 5sec 30 sec off
3 FULL FULL - - 23M 5sec 30 sec off
4 FULL FULL - - 23M 5sec 30 sec off
5 FULL FULL - - 23M 5sec 30 sec off
6 FULL FULL - - 23M 5sec 30 sec off
7 FULL FULL - - 23M 5sec 30 sec off
8 FULL FULL - - 23M 5 sec 30 sec off
El FULL FULL - - 23M 5sec 30 sec off
10 FULL FULL - - 23M 5sec 30 sec off
11 FULL FULL - - 23M 5sec 30 sec off
12 FULL FULL - - 23M 5sec 30 sec off
13 FULL FULL - - 23M 5sec 30 sec off
14 FULL FULL - - 23M 5sec 30 sec off
15 FULL FULL - - 23M 5sec 30 sec off
16 FULL FULL - - 23M 5sec 30 sec off
17 FULL FULL - - 23M 5 sec 30 sec off
18 FULL FULL - - 23 M 5 sec 30 sec off 7
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51 Z4 HE HYY o AFBOE =0l S }H0IE
otate| 3@l =M 0|X| (www.hanwha-security.com)S Edi 1Z40| AtEst=
HEZ2l x4 Hof W =telo] ZhsetL(ch ofef 2oz 1240] PRN-
6410DB4 ZEES AEst= 4% AX Hiz=E A HIoel HHO|

3.04.64_2005151523340|0, 11 2| MAC Address, RAID H{H, @EAA TX|Z

HMEE =0l & £ UELICE Software UpgradeS 2sHME oty AL
SHO[X|0AM offr MEZFLl HAOE CHREE 21, Upgrade HES
225t PO 0|=EE ZTIMSLICH X AtESt= XME2l HHAO HHO
ot Z[Ao] 2 = UAEE HASHFAIZ] HEELICH

 www.hanwha-security.com — MEFL70 — HEF &M HO[X] — HYY CI2EE
« 2E(NVR)
) AE S AJAEIBIA L A|AE B2 - AJAE HE L 5w 920/

2) Ml=2l 2x s/w HH 2ol

3) a4 H'I% SE0t0] LI22E 22 24 HAlo] =

System information

Model Name PRN-6410DB4
Software Version 3.04.64_200515152334
MAC Address 1 00:09:18:E1:A1:92
MAC Address 2 00:09:18:E1:A1:93
MAC Address 3 00:09:18:E1:A1:91

RAID Version 2.0.5.7063

S/W Upgrade

Server Upgrade &
\9’ Enable online upgrade Apply

Device Name PRN-6410DB4

Power Control Shutdown | ‘ Restart ‘

Copyright (© 2020 Hanwha Techwin. All rights reserved
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5174

(DST) AFE U2 #E AZTHOA

t

7
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_1

S
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LTk,
o

(

)28 - Al2H

=
« A7(NVR)

{o-

17

Sat

24 Hour
Fri
g o 1 12 13

Mon Tue |Wed Thu

8
415 16 17 18 19 20

Sat || Sun
2122 23 24 25 26 27
28 | 29 30

YYYY-MM-DD

Wed | Thu | Fri

on | Tue
w1112 13 | 14 15 16

17 18 | 19 20 21 22 23
24 25 | 26 27 28 29 30

3

GMT
v Apr~lun
Fri

Apr
on | Tue |Wed Thu

12 13 14 15 16 17 18

19 20 21 2 23 24 25

26 27 28 | 29 30

2020

2020-06-04 15:15:46

Modify
Date
Time
Time zone
Enable
Start

End

| EEAIEL

System Time
Time Sync.
Language
Holiday

Date/Time/Language
DST
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5. OF& oy &l wiseNeT

53. OtXst EAl T2EZ AFSH|(HTTP)
SHoH|A RIS NVRE AMHQt Z210|YMEZF HTTP+HTTPS EEE 7|

AN o2 HM3Bstn USLICE HTTP/HTTPS 25 Digest 2135 HAIS
M85t A0 Sl ol MEA HEHE=E B #s = AU2H, HTTPS
RES St StlEs SJUHOH 22 S28EsS 2% ste=2
OIS E= L Ct

5.4, QtMst EAl T2 EZE ALRSIT|(RTSP)
HTTPS 2 E O|Q|0|&E RTSPE E& MaE= ga AEZ|QULE OHMSH
HZ|O{OF ZLICE RTSPE S8t A2 E=ot)| fIoiA = S2t0|”E
RTSPE HTTPSZE HEYdSt= F71A0l 278 g0l HegtHLh & &9 IP
FHH 2 NVRZ H&El= HAS HTTPSE ESStaAt & AL B |p7H 2to)
AFOOM HTTPS 2E= ST O2|10 NVRO| ZHH2tE ¢Z = Set Ul
= NVRe| HROIE S8l RTSP ZE2 A™eL

- 278(NVR)

DA - FHEE - FHHEE S - xY ME - Tt &Y

CH

THOI[ AT

Protocol (Owisenet ()onviF| (@RTsp
Access Address rtsp://192.168.1.123:443/stream1
ID admin

Password

More Detail -

Mode (O1ce (Oupp (HTTP (@)HTTPS

ok Cancel

Copyright (© 2020 Hanwha Techwin. All rights reserved 18



5. ¢t o wiseNneT

5.5. HTTPS (AHE Q1B A ALE)

Xz 2O [ A2 HTTPRE HTTPSE SAI0 X[RIBLCH HTTPS(AHA
CISM ALZ)2 DIRHARM HMISt= AM ASME AFESHO 7(7(%f
SeO|HEZI| HOt H&EE & = UL E SiF= 7|sYLICH HTTPS (AHH
CISME AH8St= HOt & EE)E MEY Z0= 7|7|0f LEE XHA|
OIZM7ZL EOF H& ZE Al ARBEA T AREXZE HEOl QATME
sEY a7t gEUrn

. AE”S(NVR)
) HIERI3 — HTTPS — 20t H& 44
2) HTTPS (AHE QISME AF8dt= 2Ot F& RE)E HH

3) & HE 24

HTTPS

Secured Connection System

@® HTTPS ON / HTTP ON
O HTTPS ON / HTTP OFF
O HTTPS OFF / HTTP ON
O HTTPS OFF / HTTP OFF (Alert)

5.6. HTTPS (& Q! QIS A AtE)

SIStH|ARIOM KMsots AHM| QISAME ARESHA| R4 AREARZE ARl
S0 2IBME AHY S5O0 77|k SE0[Ee] Het &= o
UES = 7[sUHLL ¢ 2A8AM dXE Sof 52 ASMX%
NelZ|E SSotE HTTPS (52 ASAME A8ste 22 ¥% EE)S
HEWSHE A0| 7tsoliXN Ss58t 52 ASAMep 7477 2oF g% 2E

« A7(NVR)
) HHEQ A — HTTPS — 3¢ 9IS A AX]
2) CISA Ol g = QIBA LYo AtEE 50 CPISAE XY
) 7] oo AkEe Jiel7] XY = X HES

=
=
4 HTTPS (¢ 2ISME AtEots 22 H& 2E) U8 = &g HE =9
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WiISeNeT

Install Public Certificate

Certificate File ‘

Browse ‘ ‘

Install ‘

Key File ‘

Browse ‘ ‘

Install

X HTIPS (B2 PISAE AtESlE 2Ph H% ZE)

L8 JFS 8L

oy =l
S =

Mo

o/

9l 79

o/ Z

S8 0 SN} A2 FRE

X =gt ZO ASMY HZIE MHHDA ¥ HL AN HES Segict F9 AFH
AT HTTP (225 =% AFE CI8HO|L} HTTPS (AHM QISAE Al&3HE 2ot F& ZE)=
&8t ZR0IT AT FHSELIC)

57. 7|12 ZE HZ

HERZ &FXQl 7|2 ZES SiiM ASHAL 345t 895 Y|
flofM= detde =z & LN ZES MBSt AECE AFEX ZES
MRIESHH  AFESt= Z0] gL OE =0, FEZRME Sl
doe = e HTTP BAMH[A ZES 800| ofd 8ooolz #HEY &%
Cheoh A7 Z=0[L HEegfRMe FAEF HYE  28dis
27HoRRE YAHA YRS 2o 4 ABLCH

« 2E(NVR)

) A2d - HERA - 2HIO0[A~ - ZE

2) HTTP EEQ} HTTPS ZEE ZtZt 801} 4430A A% ZEZ MY HY

3)RTSP LES 55801 &7l ZE=R dF BlE

2 2ol BE 22

Port Port
Protocol Type T M Protocol Type Tce M
RTSP 558 RTSP 8558
UDP Port UDP Port
Multicast IP Address » Multicast IP Address
Multicast TTL Multicast TTL
HTTP port 80 HTTP port 8000
HTTPS port 443 HTTPS port 4443
Cam Proxy Port 10001 ~ 10064 Cam Proxy Port 10001 ~ 10064

X EE WAE A GEE0 Qe ATt Wseh T 2H7} H4Y = Qenz Hg HZ
HEjo] 88 HEE FRgtlrh ZX7F HEEA YE R 72 EEZ F0[A/7] BIEIL L
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[

58. 1P ZHE

£d POl CHSHM HES S7F E= ARSEE 1P 558 AdYe =
A~
UqsLICH
« 2E(NVR)
N 2d - HERR - 1P EHE
2) WEjY S84l M
A5 - 2HEo s5& pel ™2 KE/ 57 EHE S5& PR H2 5 E8)
3) ge 22
1P filtering
Filtering Type (@Deny  (OAllow
O User IP Address Prefix Filtering Range
J on
O on
[ on
O on
[ on
O on
[ on
O on
[ on
O on
sty o2Zo| WEE Y w20

4) &7F E= ARG p 9 Ip FTa 9 prefixS
2
o

7t #AIE

IPv4 v Delete

O User 1P Address Frefix Filtering Range

On 152.168.0.10 3 192.168.0.10 ~ 192,168.0.11

5) 28 2= = =el o

rim

=3
= 1

X Ip BEEON S7HE MEYLT P6E ABBOE SFF 2, BN ST Fol pce puast
6 FLE BE S0 BILICL BN 8F Fol pCO P P2 SRY + 9B 6742

S28j0f 310, o) = NHP PSSOt F% SfSBLIC
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5.9. QHHSIH SNMP AR5}

SNMP= HIER(R C[BIO[AE HoHA 2" & As 7[sS MSEUL

ZI2Mo =z olotHAR2 HotAotE Qo) MEfO| Z& SiH [0 USL|CH
OLMSIH SNMPE ArE3H?| RIsiAl= SNMP v32ZF AH™st0] AME3St= ZA 0|
HF2f 2l et L Cf

SNMP vi 8 v2ce 7|2XO=Z Default HHLIE] 2XES £ SNMP
7150 MEEEE EHOo| FOfStLt, AEXZE HRLIE| 2AEE HE5H0
AR " £ JASLICE SNMP v, v2cE AFE & 42 HRLIE 2Xgs
WA AP & A2 HAL|CH

- 278(NVR)

) M - HEQA — SNMP

2) SNMP v12F SNMP v2cQ| A8 MEH Sfix|
3) SNMP v3 ARE MEf 3 H|ZR S 47

SNMP

(J Enable SNMP v1
() Enable SNMP v2c Read Community

Write Community

|:| Enable SNMP v3 Passward

(] Enable snMP Traps Trap Manager
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« A7(NVR)

User

. n .

[ L

Group Information

up Name

Grol

User Information

'+;

L

User

& & & & ®
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171 AFEAL Yls

, HES=R 2 23000 oigh g2 dots 28%

o|¢|_||:|._ 7|i

o mjo H>

AE = o Mot2 25 AFEXIoA 15 glo] ALE

S17t & AQIX|, HYHZ QF = Ho0| U= ARBXIOAT AHES 57t

AKX 48 & £+ AFLICE T, 7|89 2 dHeH2 Live, Search, Backup

710l EF ME0| CHsHAMTE HBto] AEE0 e B, Y IO E
A

doto] dgE 7

2300 oigh H
i

N A28 - A2 2E - MEA - o 243

2) 8 MU ERR 82 Mel/Ats 20t%/ID =5 €8 &8

A

Permission Setup

Restricted Access

[ all (M Live view MeTz [ Record [ Record stop
(™ Remote alarm out [™ Search [ Backup [ shutdown

Restriction on Network Access
(] All Network () web viewer

Auto Logout

3 min

Manual Input of ID ()on (@) Off
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512. 21 FHA57|
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System log

View all

Sl

6 v 16 v

No.™ CH

24

23

22

21

20

19

18

17

16

15

Log List

Setup Start {Admin) : IP-192,168.2.70 (WEB)
Setup Start {Admin) : IP-192,168.2.70 (WEB)
Setup Start {Admin) : IP-192,168.2.70 (WEB)
Setup Start {Admin) : IP-192,168.2.70 (WEB)

Setup Start (Admin) : 1P-192,168.2.70 (WEB)

Logout {Admin) : Local
Network2 connected
Network3 Disconnected
Login (Admin) : Local

D5SP(Display) Start

Date/Time
2020-06-16 10:31:23
2020-06-16 10:26:35
2020-06-16 10:18:19
2020-06-16 10:01:59
2020-06-16 09:57:04
2020-06-16 08:38:14
2020-06-16 08:34:53
2020-06-16 08:34:51
2020-06-16 08:33:26

2020-06-16 08:33:10

< 1 /3 ?
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.~ _____________________________________|

Event log
All CHs v View all v ‘ isi] H Today H Q | 2020 ¥ 6 v 16 v
No.v CH Log List Date/Time
Backup log

~ (MMM

Mo.¥ User Date/Time

i
B
4]
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HERIT A%, E2[X], &4

717120 CHo Z=E Z|8te] M MO E d8stH O Z2ot HEHA Eet
StatH|[ 3@l NVR2| Camera, Viewer, iSCSIO

ISME ERE St BT YA EAP-TLSE AFERLICL

802.1x5 Aldot= HERI 2AX|(E= E2lX], 74 AP S)2F 802.1x

015 MH, 71718 215

A el7IE 24 ol

>
4o
N
ro
<
N
e
10)
of
[=
_('_|_
Ojo
£
NI
(@)

| 71718 eISA

=}

>
Ul
Ofm
o
ux
>t
ot
T

M

’

« 2FE(NVR)

) 28 - HERR - 802

2) 7toie} == FO = iSCSI AEd

3) EAPOL H{HS 1£& 22 43

4) S2t0|MEQS] 2IFA DR} 7HQI7| HIZRHS ¢
X 2ol X] 22 Jfol7] mYE ArgdlE &R 2/EetA Yotk gLt
52l QISME Sl 215 MH2S| CA 3¢ ASME AX|

ZE 7/4to] M2 MOE AEY Z2 220|YUE QISMet AtY 7] 4X]

X GAE ISAL AHIZIE RADIUS ATH{SF Client 2|7[2/8] TLS SL4I0EF AtE & LILY

q

=
=

=E =2

IEEE 802.1x setting (EAPOL using EAP-TLS)

- EAPOL Version 1
Network 1 (Camera) : () enable IEEE 802.1x

D
Network 2 (Viewer) : () enable IEEE 802.1x

Password

Network 3 (iSCSI) : L Enable IEEE 802.1x

CA Certificate Browse
Client Certificate Browse

Client Private Key Browse

Ok Cancel
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